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Unit I: Workplace Safety Regulations and Computers operations (10 Questions)

Workplace Safety - Basics of First Aid - Electrical Safety - Personal Protective Equipment (PPE) -
Handling Emergencies: Power Failure, Fire and System Failures - 5S Concept and Its Industrial
Applications - 5S Concept and Its Applications - Occupational Safety - Health and Environmental
Regulations - Manufacturing Process and Automation.

Introduction to Computers - Windows Operating System (OS) - File Management - Computer
Hardware - Software Specifications - Application - Software Installation.

Unit Il: Manufacturing Processes and Automation (15 Questions)

Basics of Process Control and its industrial applications - Quality Control in Process Industries -
Discrete Manufacturing and Applications - Continuous Manufacturing Process - Batch
Manufacturing and Quality Testing.

Unit lll: PLC Numbering Systems and Memory Organization (20 Questions)

Number Systems in Computer Architecture - Binary, Octal, Decimal and Hexadecimal Systems —
Conversions - Programming Devices in PLC - PLC Program Development and Storage - Memory
Unit and Control Actions in PLC.

Unit IV: PLC Applications and Selection Criteria (15 Questions)

Programmable Logic Controller (PLC) Basics - Functions of PLC — Logic - Timer - Counter - PLC
Memory - Instruction Storage - On/Off Control - Sequencing in PLC — Arithmetic - Data Handling
in PLC - PLC Block Diagram - Working Principle.

Unit V: PLC Input / Output Modules and Devices (25 Questions)

PLC Input and Output Modules - Signal Conversion and Isolation in Input/Output Modules — Input
/ Output Interface and Signal Conversions - Types of Input/Output Modules: DC, AC, AC/DC -
Sinking and Sourcing in Input/Output Modules - Communication Between Input/Output and CPU -
Input Devices - Push Buttons - Switches, Sensors - Output Devices — Indicators — Buzzers -
Actuators - Types of Motors — DC Motor - Brushless Motor - Stepper Motors.

Unit VI PLC Panel Wiring and VFD Operation (30 Questions)

Programmable Logic Controller (PLC) Panel Components — DIN Rail and Equipment Mounting -
Cable Channel and Wire Connections - Power Supply — Switch Mode Power Supply (SMPS) —
Transformer - Power Sockets - Control Devices — Relays — Contactors - Connectors - HMI,
Selector Switch, Push Buttons, Indicating Lamps - Variable Frequency Drive (VFD) Basics - AC
Motor Speed Control: Voltage vs Frequency - VFD Power Conversion and Function — Variable
Frequency Drive (VFD) Components — Insulated Gate Bipolar Transistor (IGBT), Metal Oxide
Semi-Conductor Field Effect Transistor (MOSFET), Microprocessor, Digital Sighal Processing
(DSP) - Working Principle of VFD.

Unit VII: PLC Ladder Diagrams and Advanced Instructions (30 Questions)

PLC Programming Basics - Types of PLC Programming Languages - Textual Languages -
Instruction List - Structured Text - Graphical Languages - Ladder Diagram (LD) - Function Block



Diagram (FBD) - Sequential Function Chart (SFC) - Ladder Logic (Relay Logic) - Basic PLC
Programming Instructions- XIC and XIO Instructions.

PLC Timers — ON Delay Timer (TON) — OFF - Delay Timer (TOFF) - Retentive Timer (RTO) -
Preset and Accumulated Values in Timers.

PLC Counters - Up Counter - Down Counter - Up/Down Counter - Trigger Inputs in Counters -
Interpreting Timers and Counters in PLC Programming - Internal Instructions in PLC.

Unit VIII: HMI Installation, Configuration and PLC Interface (15 Questions)

Interfacing of PLC and HMI - Types of Communication Cables for PLC — Human Machine
Interface (HMI) Connection - HMI Panel and Touchscreen Interface - HMI Application in Industrial
Automation - Types of HMI Screens - Changing Screens and Viewing Process in HMI.

Unit IX: SCADA Operation, PLC Interface and Communication Networks (20 Questions)

Introduction to SCADA - SCADA System Architecture - Functions of Supervisory Control and
Data Acquisition (SCADA) - SCADA Communication with PLCs and PID Controllers - Master
Terminal Unit (MTU) in SCADA - Remote Terminal Unit (RTU) and Its Functions.

SCADA Data Communication and Network Protocols — Real Time Data Acquisition in SCADA -
Information/Data Presentation in SCADA — Human Machine Interface (HMI) in SCADA -
Monitoring and Control in SCADA.

Unit X: SCADA Architecture, HMI vs SCADA and Simulation (20 Questions)

HMI vs SCADA: Key Differences - SCADA as a Remote Monitoring System - HMI as a Local
Monitoring Interface - Programmable Logic Controller (PLC) vs Distributed Control System
(DCS): Understanding the Differences - Role of PLCs in Automation - HMI as a PC Based
Interface - SCADA System Hardware Architecture - Client Layer and Data Server Layer in
SCADA - SCADA Software Architecture — Real - Time Database in SCADA - Functions of
SCADA Servers - Trending and Diagnostic Data in SCADA - SCADA for Maintenance and
Logistics - SCADA with PLC interface Simulation.

SCADA Project Import and Export (CSV File) - Open Database Connectivity (ODBC) in SCADA -
Multi-Language Switching in SCADA - Project Archiving and Retrieval in SCADA - SCADA
Simulation: Simple Heat Exchanger - SCADA Simulation: Chemical Reactor.
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2i00@ L uemiuil urgismiy sfSlenmaar b mib Seaflefl @FwcuN([HisaT (10 GHdrefilsdr)

uefluilL urgIETaY - (PSS SilgluemL &6t - WleTEmTb @SMLiiurer urgisniy - Seofliul L urgsmiy
gngoorser (PPE) - Sieuer Hlomeosdr eoswnengeo: Wleramm sLihsc, § ofluds whHmub Sieowiy
Banevefaar (System Failure) - 58 &g (Concept) whmib D156 @QsMdeogienm uwestur (Hiser - GGmiHleo
urgismiy - <BCrmrésHub & &bHmEsed ASlpemmasr - 2 Hussl GFwe(emD WHMID Sreoflwrbhi
SOOI E6IT.

safleflmer idliawasb - Windows OS (@118urmig iy SetoL_tb) - sy Guweonssoremio (File Management) -
sefleofl eucsr@uraper (Computer Hardware) - Quesr@unpeir @mlioyser (Software Specification) &
uwedtun (i) - @ esr@uNHerT Hlmieuco (installation).

si00@ 11 swmfliy @ausopenpsdr whH mib SresfutSl (15 G erefiser)

@swepemm S (HUUM 19651 DiqUuedL&GeT WHMID DGt @sMdled uweTuT(HseT - GIFWEPEHMD
@smbleoseflopisiter 518 &1 (HIIUM(H - ool S Giflyb 2_HusS b mIb G et uwestum(Hiser - (Continuous)
@sLihg QFweupHib 2 Huss GFwcpenm - Bul_& 2_Hussl G iieusg) whHmib srb ufl@&rsemeor.
100 III: PLC eratorascmiiiy (ypemmaseir & Quoibiofl Siemwoiiy (20 @serefilseir)

safleofl &1L emwiiSleo erairaemfliy (Wwemmser - emueorfl, e 60, GLHwed WHmId GeméeromTelLHwed
(P eOM&ET — NhHmb @& LyD (Wwemmsaer - PLCWSe 0@uménmbd sngeriser - PLC 0@mménmb 2 (peunésib
whHnib &by - PLCuSleb Guoibiof wy eofli i mib &1 Hium’_ () @sweoun(Haser.

0@ [V: PLC uwesrun (Resair b pib @siay Siera@sndosdr (15 @sdrefiser)

0BmmaImboled sonedls Hevor’Brmeoi (PLC) <igtivemraeir - PLCuSIssr Glaweoun(paerr — comsdlés - oo ofi-
saycsorLii - PLC @uibofl - s1°_L_swersseflssr @&bliy (instruction Storage)- ON/OFF sevor”_Grmmreo - PLCuSl60
@smflweo Swadsbd (Sequencing in PLC) - seflpd scoréS (Arithmetic) PLCufleo @i im
cosmsflud (Data Handling in PLC) - PLC Qlernd wqwnémmb - Gauemeo @&iinyb @smsrems (Working
Principle).

2i00@ V: PLC 86y’ Siay_ 41 1omq .y 6os6i1 infh mith 19 coausioser (25 @adrsfikser)

PLC @bty i mitb eyl UL 1Tiq Uy 60861 - ST/ DieL L1 gy 6os6ifled Héeored wmbmib Wb mib
sflemwiuheseo - Sy, e’y SeoL(psb (interfacing) & Hdbeoreo wIHOBmGHT - STyl /
Sy wmquyy st asnsser: DC, AC, AC/DC - &6yl ey yi_ wmqly, coseifleo Skl & Gami Sl -
8oy ey & CPU SeoL_ Guwiner Q&TLi1] - S60TLL_ &T&H60TmIGET — 1639 UL_L_65T&H6IT - 6ro6lL_& &6,
Qacremiser - @oveflulf) FrsooTRIGT - GO 19&6T - UsiveviGeT - @FWHU[HGSGET(Actuators) -

G Lniseir auensser - DC Gur_ L - Sifeys@evev Guom”_Lmif - sroG@L_tut G _Lmiser.



3100 VI PLC Gueor 6o auufiitu op gyd VFD @iiBupragebr (30 @seirafilseir)

UG &ImbGico eomedls &evor”_Bmmevrt (PLC) Gueotso smbBGun@eorsor”_ser - DIN @irulle & 2 L& memrmhigseir
@QuIIrs B - Baller Baeored & euwif Semesoriysser - ueui glemenr - SMPS - 1qomedreiv-umiod - ueul
F1&H0GL_6T - Hetorl_Brmed 1q emealcoasar — flBeodaer - &HIeTLTHLNT&H6T - HOeorasl_Lisar - HMI, @iy
eioefl_&, yelg UL edrser, @MIT () eflerd@aer (Indicating Lamps) - Geuflwlleo Gflé@eucsré 1q9.cmmel
(VFD) onqtueoraer - AC Gum’_ i Gouséd sL_Huun(y): Geureor BLgy vs Qifls@eussrdl - VFD ueui
wrhowid (Power Conversion) whmib G@e&weounf) - VFD &mbGun@eoresr_ser - IGBT, MOSFET,

oow&Bamunnsentt, DSP - VFD Gaiemeo @& iinyib @\&imeiremss.
0@ VIL: PLC Geor” Lt eucopuL_husar wogh guib Guobul’ L &1L emeradr (30 Bsdralilseir)

PLC u@unéamdliiy SigqtiuemL ser - PLC u@umasmmidliy Guomfleseflesr cuemsselr - 2_emr ig tiuenL_uSleomeor
QuMHH6T - SedreivL_Tas6or 6SleivL - el _Tdhd i GILdevl”(Structured text) - s_SAuhHiHgb Gomdlser
(Graphical Language) GeoLii ewemnuLid (LD) - @aweoun’ () @sn@s ewsmnurib(Functional block
diagram) (FBD) - @snLii @&weoun’_{) efersasib(Sequential Function Chart) (SFC) - GeoLii eongfld (IGeo
ooredls) - g tiuemL. PLC 0@ smmiblm &1°_1_emensseir - X1C & XI1O &1°_L_emersseir.

PLC eoLwiser - 661 19860 smi_tof (TON) - <1119 B0 switof (TOFF) - fir_@1_sdriq 63 swi_toif (RTO) -
W er@u Siioreflsasiur_ L & Gaisastiul_L wSliyser.

PLC s ctorL_iseir - i) &a 6Tl - GIL_6medr ST - 0 / OIL_6T6r HTLT - SacTLiisafleo 1qflar
8oy ser - PLC 0@mménmbdlibico oL oiser whmib soycrisefler eflerdsnd - PLC ulleo 2 e
&L emonseir (Internal Instructionsin PLC).

0@ VIIL. HMIfimieuco, &1 Lsmwiiy whpib PLC @6r@LiBueiv (15 @sdrsfilmer)

PLC & HMI @65r@LiiBusiv  iemoiy - PLC.&&ner ssaico @an iy Gslldrsoflesr evemasaser - HMI
Soveoriy - HMI Gueoted & L&eiodlifesr SetrOILiiBusiv - Gismdlsogiemm smeotwrissEHeo HMI uwesrum ) -
HMI so&lifcsraseflcsr susmassar - HMIuSl6o sro&lifcsrasemerr wir b myg 6o b mitb @& W6 (L 6nmemiL &TesoTug).

0@ IX: SCADA @sweourn(p), PLC Ser@LjBusv whmid sseuce @Qamijy Ol Oeurddbser

(20 B airafilmair)

SCADA aidpsid - SCADA sieowiy s Leowiy - SCADAGesr @ewsunphiser - PLCasend PID
sesor”_Brmeoiaenid SCADA a6t a6u60 uflombmib - wrevLif @ iblered uyefli. (MTU) SCADAsfeb -
M@ @Lileor oy eofi (RTU) i mitb 15661 Gswecoun (hHseir.

SCADA sseuco @Qaniiy & @nprOeunis Gpdlpeomsar - SCADAeNe @Gmrg srey Gssfliy
SCADAGS60 g8 6u60,/@LL_LT eupringco - SCAD A -efileo aeweir @uadlssr Ser@LiGusiv (HMI)- SCADA.-
660 & 6tor Simefitiy WbHmib &L (Hiuum (.

0@ X: SCADA a1 Lsmwiy, HMI vs SCADA wihmib HypBooagesr (20 @adrsfilsar)

HMI vs SCADA: (pé&&winesr Goumun (Hiaser - @snemes seaorsraniiy wpemmwns SCADA (SCADA as a
Remote Monitoring System) - 2 _ereremwey scorsreiiy SeoLwswrs HMI (HMI as a Local
Monitoring Interface) - PLC vs DCS: Goumun(paseflesr eflerdsid - <1 GLn@weagesréo PLCaeiflesr uri; -
sewfleoll Sig uemLuGleoneor GemL_(paswns HMI (HMI as a PC Based Interface) - SCADA ®ismwiiy
oussT@UN(HeT &L_Loemwly - SCADAeSIeo Homemuesr” Geowr wibHmid G L sfeui Geowri - SCADA



@uwer@urper(software) &1L sowly - SCADA.efléd Bmmg sreysser (Real Time Database) - SCADA
sieuisaflesr @aweoun(paer - SCADAesfIeo Gund@oud whmid seorLMdiseo sreysar (Trending and
Diagnostic Data in SCADA) - unmoflily & eomgdleivig sevssneor SCADA - PLC @er@LiiGueiv L6t
SCADA A Booageir.

SCADA $i" L 8mséGws whHmib ebmind (CSV emuev) SCADA Project Import & Export (CSV File) ) -
SCADAsSe0 Simibs srousdser Seveswriiy (ODBC) - SCADAefleo uso Goml vmmigseo - SCADAefleop Sl 1L
&niSH whmib B Hoy (Project Archiving & Retrieval in SCADA) - SCADA Sy Bevergesr: ereiflu
@autiu bl (Simple Heat Exchanger)- SCADA si(p Booasgeir: Baudlulico SwissH (Chemical Reactor).
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